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Foreword

When Lee Holmes asked me to write the introduction to the third edition of his Windows
PowerShell Cookbook, I was deeply honored. I have known Lee for a long time, and we
meet in real life every time I am out in Redmond, or when we happen to be speaking at
the same conference. If you are like me, you already own the first two editions of this
great book. You may even be asking yourself why you need a third edition of the same
book, and I will tell you: this is not the same book. It is a completely revised book that
takes advantage of the significant changes we have made to both Windows PowerShell
3.0 and to the underlying operating system.

Consider this: Windows PowerShell 1.0 had 129 cmdlets, but Windows PowerShell 3.0
on Windows 8 has over 2,000 cmdlets and functions. Because Lee’s book is so practical
in nature—it is, after all, a cookbook—this means that with so many more ingredients
to add to the recipes, the recipes will necessarily change. In addition, with the new
functionality comes additional opportunities for new recipes.

More than just a cookbook, however, the third edition of the Windows PowerShell
Cookbook is also a textbook of how to write great Windows PowerShell scripts. Just as
a budding saxophonist benefits from watching a legend such as Charlie Parker ply his
ax, so too does a budding scripter benefit from watching one of the guys who literally
wrote Windows PowerShell write scripts. Each of these recipes is a perfectly crafted
example of a Windows PowerShell script—your task is to study these scripts so you can
go and do likewise.

—Ed Wilson
Microsoft Scripting Guy and author of Windows Powershell 3.0
and Windows PowerShell 2.0 Best Practices
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Preface

In late 2002, Slashdot posted a story about a “next-generation shell” rumored to be in
development at Microsoft. As a longtime fan of the power unlocked by shells and their
scripting languages, the post immediately captured my interest. Could this shell provide
the command-line power and productivity I'd long loved on Unix systems?

Since I had just joined Microsoft six months earlier, I jumped at the chance to finally
get to the bottom of a Slashdot-sourced Microsoft Mystery. The post talked about strong
integration with the NET Framework, so I posted a query to an internal C# mailing list.
I got a response that the project was called “Monad,” which I then used to track down
an internal prototype build.

Prototype was a generous term. In its early stages, the build was primarily a proof of
concept. Want to clear the screen? No problem! Just lean on the Enter key until your
previous commands and output scroll out of view! But even at these early stages, it was
immediately clear that Monad marked a revolution in command-line shells. As with
many things of this magnitude, its beauty was self-evident. Monad passed full-
fidelity .NET objects between its commands. For even the most complex commands,
Monad abolished the (until now, standard) need for fragile text-based parsing. Simple
and powerful data manipulation tools supported this new model, creating a shell both
powerful and easy to use.

I joined the Monad development team shortly after that to help do my part to bring this
masterpiece of technology to the rest of the world. Since then, Monad has grown to
become a real, tangible product—now called Windows PowerShell.

So why write a book about it? And why this book?
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Many users have picked up PowerShell for the sake of learning PowerShell. Any tangible
benefits come by way of side effect. Others, though, might prefer to opportunistically
learn a new technology as it solves their needs. How do you use PowerShell to navigate
the filesystem? How can you manage files and folders? Retrieve a web page?

This book focuses squarely on helping you learn PowerShell through task-based solu-
tions to your most pressing problems. Read a recipe, read a chapter, or read the entire
book—regardless, youre bound to learn something.

Who This Book Is For

This book helps you use PowerShell to get things done. It contains hundreds of solutions
to specific, real-world problems. For systems management, you'll find plenty of exam-
ples that show how to manage the filesystem, the Windows Registry, event logs, pro-
cesses, and more. For enterprise administration, you'll find two entire chapters devoted
to WMI, Active Directory, and other enterprise-focused tasks.

Along the way, you’ll also learn an enormous amount about PowerShell: its features, its
commands, and its scripting language—but most importantly you’ll solve problems.

How This Book Is Organized

This book consists of five main sections: a guided tour of PowerShell, PowerShell fun-
damentals, common tasks, administrator tasks, and a detailed reference.

Part I: Tour

A Guided Tour of Windows PowerShell breezes through PowerShell at a high level. It
introduces PowerShell’s core features:

o An interactive shell

« A new command model

o An object-based pipeline

o A razor-sharp focus on administrators

o A consistent model for learning and discovery
 Ubiquitous scripting

o Integration with critical management technologies

o A consistent model for interacting with data stores

The tour helps you become familiar with PowerShell as a whole. This familiarity will
create a mental framework for you to understand the solutions from the rest of the book.
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Part Il: Fundamentals

Chapters 1 through 8 cover the fundamentals that underpin the solutions in this book.
This section introduces you to the PowerShell interactive shell, fundamental pipeline
and object concepts, and many features of the PowerShell scripting language.

Part lll: Common Tasks

Chapters 9 through 19 cover the tasks you will run into most commonly when starting
to tackle more complex problems in PowerShell. This includes working with simple and
structured files, Internet-connected scripts, code reuse, user interaction, and more.

Part IV: Administrator Tasks

Chapters 20 through 32 focus on the most common tasks in systems and enterprise
management. Chapters 20 through 25 focus on individual systems: the filesystem, the
registry, event logs, processes, services, and more. Chapters 26 and 27 focus on Active
Directory, as well as the typical tasks most common in managing networked or domain-
joined systems. Chapters 28 through 30 focus on the three crucial facets of robust multi-
machine management: WMI, PowerShell Remoting, and PowerShell Workflows.

Part V: References

Many books belch useless information into their appendixes simply to increase page
count. In this book, however, the detailed references underpin an integral and essential
resource for learning and using PowerShell. The appendixes cover:

+ The PowerShell language and environment

« Regular expression syntax and PowerShell-focused examples

o XPath quick reference

o .NET string formatting syntax and PowerShell-focused examples

« .NET DateTime formatting syntax and PowerShell-focused examples
o Administrator-friendly .NET classes and their uses

+ Administrator-friendly WMI classes and their uses

+ Administrator-friendly COM objects and their uses

« Selected events and their uses

o PowerShell’s standard verbs
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What You Need to Use This Book

The majority of this book requires only a working installation of Windows PowerShell.
Windows 7, Windows 8, Windows Server 2008 R2, and Windows Server 2012 include
Windows PowerShell by default. If you do not yet have PowerShell installed, you may
obtain it by following the download link here. This link provides download instructions
for PowerShell on Windows XP, Windows Server 2003, and Windows Vista. For Windows
Server 2008, PowerShell comes installed as an optional component that you can enable
through the Control Panel like other optional components.

The Active Directory scripts given in Chapter 26 are most useful when applied to an
enterprise environment, but Recipe 26.1, “Test Active Directory Scripts on a Local In-
stallation” shows how to install additional software (Active Directory Lightweight Di-
rectory Services, or Active Directory Application Mode) that lets you run these scripts
against a local installation.

Conventions Used in This Book

The following typographical conventions are used in this book:

Plain text
Indicates menu titles, menu options, menu buttons, and keyboard accelerators

Italic
Indicates new terms, URLs, email addresses, filenames, file extensions, pathnames,
directories, and Unix utilities

Constant width
Indicates commands, options, switches, variables, attributes, keys, functions, types,
classes, namespaces, methods, modules, properties, parameters, values, objects,
events, event handlers, tags, macros, or the output from commands

Constant width bold
Shows commands or other text that should be typed literally by the user

Constant width italic
Shows text that should be replaced with user-supplied values

W 8
)
5 This icon signifies a tip, suggestion, or general note.
aqs
LMY
T

This icon indicates a warning or caution.
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Code Examples

Obtaining Code Examples

To obtain electronic versions of the programs and examples given in this book, visit the
Examples link here.

Using Code Examples

This book is here to help you get your job done. In general, you may use the code in this
book in your programs and documentation. You do not need to contact us for permis-
sion unless youre reproducing a significant portion of the code. For example, writing a
program that uses several chunks of code from this book does not require permission.
Selling or distributing a CD-ROM of examples from O’Reilly books does require per-
mission. Answering a question by citing this book and quoting example code does not
require permission. Incorporating a significant amount of example code from this book
into your product’s documentation does require permission.

We appreciate, but do not require, attribution. An attribution usually includes the title,
author, publisher, and ISBN. For example: “Windows PowerShell Cookbook, Third Edi-
tion, by Lee Holmes (O’Reilly). Copyright 2013 Lee Holmes, 978-1-449-32068-3

If you feel your use of code examples falls outside fair use or the permission given, feel
free to contact us at permissions@oreilly.com.

Safari® Books Online

Safari Books Online (www.safaribooksonline.com) is an on-demand
Safa "l  digital library that delivers expert content in both book and video

Bocksontine  form from the world’s leading authors in technology and business.

Technology professionals, software developers, web designers, and business and creative
professionals use Safari Books Online as their primary resource for research, problem
solving, learning, and certification training.

Safari Books Online offers a range of product mixes and pricing programs for organi-
zations, government agencies, and individuals. Subscribers have access to thousands of
books, training videos, and prepublication manuscripts in one fully searchable database
from publishers like O'Reilly Media, Prentice Hall Professional, Addison-Wesley Pro-
fessional, Microsoft Press, Sams, Que, Peachpit Press, Focal Press, Cisco Press, John
Wiley & Sons, Syngress, Morgan Kaufmann, IBM Redbooks, Packt, Adobe Press, FT
Press, Apress, Manning, New Riders, McGraw-Hill, Jones & Bartlett, Course Technol-
ogy, and dozens more. For more information about Safari Books Online, please visit us
online.
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How to Contact Us

Please address comments and questions concerning this book to the publisher:

O’Reilly Media, Inc.

1005 Gravenstein Highway North

Sebastopol, CA 95472

800-998-9938 (in the United States or Canada)
707-829-0515 (international or local)
707-829-0104 (fax)

We have a web page for this book, where we list errata, examples, and any additional
information. You can access this page at http://oreil ly/powershell-cookbook.

To comment or ask technical questions about this book, send email to bookques
tions@oreilly.com.

For more information about our books, courses, conferences, and news, see our website
at http://www.oreilly.com.

Find us on Facebook: http://facebook.com/oreilly
Follow us on Twitter: http://twitter.com/oreillymedia

Watch us on YouTube: http://www.youtube.com/oreillymedia
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A Guided Tour of Windows PowerShell

Introduction

Windows PowerShell promises to revolutionize the world of system management and
command-line shells. From its object-based pipelines to its administrator focus to its
enormous reach into other Microsoft management technologies, PowerShell drastically
improves the productivity of administrators and power users alike.

When you're learning a new technology, it is natural to feel bewildered at first by all the
unfamiliar features and functionality. This perhaps rings especially true for users new
to Windows PowerShell because it may be their first experience with a fully featured
command-line shell. Or worse, they’ve heard stories of PowerShell’s fantastic integrated
scripting capabilities and fear being forced into a world of programming that they’ve
actively avoided until now.

Fortunately, these fears are entirely misguided; PowerShell is a shell that both grows with
you and grows on you. Let’s take a tour to see what it is capable of:

 PowerShell works with standard Windows commands and applications. You don't
have to throw away what you already know and use.

 PowerShell introduces a powerful new type of command. PowerShell commands
(called cmadlets) share a common Verb-Noun syntax and offer many usability im-
provements over standard commands.

» PowerShell understands objects. Working directly with richly structured objects
makes working with (and combining) PowerShell commands immensely easier
than working in the plain-text world of traditional shells.




o PowerShell caters to administrators. Even with all its advances, PowerShell focuses
strongly on its use as an interactive shell: the experience of entering commands in
a running PowerShell application.

« PowerShell supports discovery. Using three simple commands, you can learn and
discover almost anything PowerShell has to offer.

o PowerShell enables ubiquitous scripting. With a fully fledged scripting language
that works directly from the command line, PowerShell lets you automate tasks with
ease.

o PowerShell bridges many technologies. By letting you work with .NET, COM, WMI,
XML, and Active Directory, PowerShell makes working with these previously iso-
lated technologies easier than ever before.

» PowerShell simplifies management of data stores. Through its provider model,
PowerShell lets you manage data stores using the same techniques you already use
to manage files and folders.

We'll explore each of these pillars in this introductory tour of PowerShell. If you are
running Windows 7 (or later) or Windows 2008 R2 (or later), PowerShell is already
installed. If not, visit the download link here to install it. PowerShell and its supporting
technologies are together referred to as the Windows Management Framework.

An Interactive Shell

At its core, PowerShell is first and foremost an interactive shell. While it supports script-
ing and other powerful features, its focus as a shell underpins everything.

Getting started in PowerShell is a simple matter of launching PowerShell.exe rather than
cmd.exe—the shells begin to diverge as you explore the intermediate and advanced
functionality, but you can be productive in PowerShell immediately.

To launch Windows PowerShell, do one of the following:

o Click Start—All Programs—Accessories—Windows PowerShell.

o Click Start-Run, and then type PowerShell.

A PowerShell prompt window opens that’s nearly identical to the traditional command
prompt window of Windows XP, Windows Server 2003, and their many ancestors. The
PS C:\Users\Lee> prompt indicates that PowerShell is ready for input, as shown in
Figure I-1.
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Figure I-1. Windows PowerShell, ready for input

Once you've launched your PowerShell prompt, you can enter DOS-style and Unix-style
commands to navigate around the filesystem just as you would with any Windows or
Unix command prompt—as in the interactive session shown in Example I-1. In this
example, we use the pushd, cd, dir, pwd, and popd commands to store the current lo-
cation, navigate around the filesystem, list items in the current directory, and then return
to the original location. Try it!

Example I-1. Entering many standard DOS- and Unix-style file manipulation com-
mands produces the same results you get when you use them with any other Windows
shell

PS C:\Documents and Settings\Lee> function Prompt { "PS > " }

PS > pushd .
PS > cd \
PS > dir
Directory: C:\
Mode LastWriteTime Length Name
d---- 11/2/2006 4:36 AM SWINDOWS.~BT
d---- 5/8/2007  8:37 PM Blurpark
d---- 11/29/2006 2:47 PM Boot
d---- 11/28/2006  2:10 PM DECCHECK
d---- 10/7/2006  4:30 PM Documents and Settings
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d---- 5/21/2007 6:02 PM F&SC-demo
d---- 4/2/2007 7:21 PM Inetpub

d---- 5/20/2007  4:59 PM Program Files
d---- 5/21/2007 7:26 PM temp

d---- 5/21/2007  8:55 PM Windows

-a--- 1/7/2006 10:37 PM 0 autoexec.bat
-ar-s 11/29/2006 1:39 PM 8192 BOOTSECT.BAK
-a--- 1/7/2006 10:37 PM 0 config.sys
~a--- 5/1/2007 8:43 PM 33057 RUU. log

-a--- 4/2/2007 7:46 PM 2487 secedit.INTEG.RAW
PS > popd

PS > pwd

Path

C:\Users\Lee

In this example, our first command customizes the prompt. In c¢md.exe, customizing
the prompt looks like prompt $P$G. In bash, it looks like PS1="[\h] \w> ". In Power-
Shell, you define a function that returns whatever you want displayed. Recipe 11.2,
“Write a Function” introduces functions and how to write them.

The pushd command is an alternative name (alias) to the much more descriptively
named PowerShell command Push-Location. Likewise, the cd, dir, popd, and pwd
commands all have more memorable counterparts.

Although navigating around the filesystem is helpful, so is running the tools you know
and love, such as ipconfig and notepad. Type the command name and you'll see results
like those shown in Example I-2.

Example I-2. Windows tools and applications such as ipconfig run in PowerShell just as
they do in cmd.exe

PS > ipconfig

Windows IP Configuration

Ethernet adapter Wireless Network Connection 4:

Connection-specific DNS Suffix . : hsdl.wa.comcast.net.
IP Address. . . . . . . . . . . . : 192.168.1.100
Subnet Mask . . . . . . . . . . . : 255.255.255.0
Default Gateway . . . . . . . . . : 192.168.1.1

PS > notepad
(notepad launches)
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Entering ipconfig displays the IP addresses of your current network connections. En-
tering notepad runs—as youd expect—the Notepad editor that ships with Windows.
Try them both on your own machine.

Structured Commands (Cmdlets)

In addition to supporting traditional Windows executables, PowerShell introduces a
powerful new type of command called a cmdlet (pronounced “‘command-let”). All
cmdlets are named in a Verb-Noun pattern, such as Get-Process, Get-Content, and
Stop-Process.

PS > Get-Process -Name lsass

Handles NPM(K) PM(K) WS(K) VM(M)  CPU(s) Id ProcessName

668 13 6228 1660 46 932 lsass

In this example, you provide a value to the ProcessName parameter to get a specific
process by name.

Once you know the handful of common verbs in PowerShell, learning
. how to work with new nouns becomes much easier. While you may
063" never have worked with a certain object before (such as a Service), the
standard Get, Set, Start, and Stop actions still apply. For a list of these
common verbs, see Table J-1 in Appendix J.

You don’t always have to type these full cmdlet names, however. PowerShell lets you use
the Tab key to autocomplete cmdlet names and parameter names:

PS > Get-Pr<TAB> -N<TAB> lsass

For quick interactive use, even that may be too much typing. To help improve your
efficiency, PowerShell defines aliases for all common commands and lets you define
your own. In addition to alias names, PowerShell requires only that you type enough of
the parameter name to disambiguate it from the rest of the parameters in that cmdlet.
PowerShell is also case-insensitive. Using the built-in gps alias (which represents the
Get-Process cmdlet) along with parameter shortening, you can instead type:

PS > gps -n lsass

Going even further, PowerShell supports positional parameters on cmdlets. Positional
parameters let you provide parameter values in a certain position on the command line,
rather than having to specify them by name. The Get-Process cmdlet takes a process
name as its first positional parameter. This parameter even supports wildcards:

PS > gps l*s
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Deep Integration of Objects

PowerShell begins to flex more of its muscle as you explore the way it handles structured
data and richly functional objects. For example, the following command generates a
simple text string. Since nothing captures that output, PowerShell displays it to you:

PS > "Hello World"
Hello World

The string you just generated is, in fact, a fully functional object from the .NET Frame-
work. For example, you can access its Length property, which tells you how many char-
acters are in the string. To access a property, you place a dot between the object and its
property name:

PS > "Hello World".Length
11

All PowerShell commands that produce output generate that output as objects as well.
For example, the Get-Process cmdlet generates a System.Diagnostics.Process ob-
ject, which you can store in a variable. In PowerShell, variable names start with a $
character. If you have an instance of Notepad running, the following command stores
a reference to it:

Sprocess = Get-Process notepad

Since this is a fully functional Process object from the .NET Framework, you can call
methods on that object to perform actions on it. This command calls the K111() method,
which stops a process. To access a method, you place a dot between the object and its
method name:

$process.Kill()

PowerShell supports this functionality more directly through the Stop-Process cmdlet,
but this example demonstrates an important point about your ability to interact with
these rich objects.

Administrators as First-Class Users

While PowerShell’s support for objects from the NET Framework quickens the pulse
of most users, PowerShell continues to focus strongly on administrative tasks. For ex-
ample, PowerShell supports MB (for megabyte) and GB (for gigabyte) as some of its stan-
dard administrative constants. For example, how many disks will it take to back up a 40
GB hard drive to CD-ROM?

PS > 40GB / 650MB
63.0153846153846
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Although the NET Framework is traditionally a development platform, it contains a
wealth of functionality useful for administrators too! In fact, it makes PowerShell a great
calendar. For example, is 2008 a leap year? PowerShell can tell you:

PS > [DateTime]::IsLeapYear(2008)
True

Going further, how might you determine how much time remains until summer? The
following command converts "06/21/2011" (the start of summer) to a date, and then
subtracts the current date from that. It stores the result in the $result variable, and then
accesses the TotalDays property.

PS > Sresult = [DateTime] "06/21/2011" - [DateTime]::Now
PS > $result.TotalDays
283.0549285662616

Composable Commands

Whenever a command generates output, you can use a pipeline character (|) to pass that
output directly to another command as input. If the second command understands the
objects produced by the first command, it can operate on the results. You can chain
together many commands this way, creating powerful compositions out of a few simple
operations. For example, the following command gets all items in the PathI directory
and moves them to the Path2 directory:

Get-Item Path1\* | Move-Item -Destination Path2

You can create even more complex commands by adding additional cmdlets to the
pipeline. In Example I-3, the first command gets all processes running on the system.
It passes those to the Where-Object cmdlet, which runs a comparison against each
incoming item. In this case, the comparison is $_.Handles -ge 500, which checks
whether the Handles property of the current object (represented by the $_ variable) is
greater than or equal to 500. For each object in which this comparison holds true, you
pass the results to the Sort-Object cmdlet, asking it to sort items by their Handles
property. Finally, you pass the objects to the Format-Table cmdlet to generate a table
that contains the Handles, Name, and Description of the process.

Example I-3. You can build more complex PowerShell commands by using pipelines to
link cmdlets, as shown here with Get-Process, Where-Object, Sort-Object, and Format-
Table

PS > Get-Process |
Where-Object { $_.Handles -ge 500 } |
Sort-Object Handles |
Format-Table Handles,Name,Description -Auto
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Handles Name Description

588 winlogon

592 svchost

667 lsass

725 csrss

742 System

964 WINWORD Microsoft Office Word
1112 OUTLOOK Microsoft Office Outlook
2063 svchost

Techniques to Protect You from Yourself

While aliases, wildcards, and composable pipelines are powerful, their use in commands
that modify system information can easily be nerve-racking. After all, what does this
command do? Think about it, but don't try it just yet:

PS > gps [b-t]*[c-r] | Stop-Process

It appears to stop all processes that begin with the letters b through t and end with the
letters c through r. How can you be sure? Let PowerShell tell you. For commands that
modify data, PowerShell supports -WhatIf and -Confirm parameters that let you see
what a command would do:

PS > gps [b-t]*[c-r] | Stop-Process -whatif

What if: Performing operation "Stop-Process" on Target "ctfmon (812)".

What if: Performing operation "Stop-Process" on Target "Ditto (1916)".

What if: Performing operation "Stop-Process" on Target "dsamain (316)".

What if: Performing operation "Stop-Process" on Target "ehrecvr (1832)".

What if: Performing operation "Stop-Process" on Target "ehSched (1852)".

What if: Performing operation "Stop-Process" on Target "EXCEL (2092)".

What if: Performing operation "Stop-Process" on Target "explorer (1900)".

(...)

In this interaction, using the -WhatIf parameter with the Stop-Process pipelined com-
mand lets you preview which processes on your system will be stopped before you
actually carry out the operation.

Note that this example is not a dare! In the words of one reviewer:

Not only did it stop everything, but on Vista, it forced a shutdown with only one minute
warning!

It was very funny though...At least I had enough time to save everything first!
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Common Discovery Commands

While reading through a guided tour is helpful, I find that most learning happens in an
ad hoc fashion. To find all commands that match a given wildcard, use the Get - Command
cmdlet. For example, by entering the following, you can find out which PowerShell
commands (and Windows applications) contain the word process.

PS > Get-Command *process*

CommandType Name Definition

Cmdlet Get-Process Get-Process [[-Name] <Str...
Application gprocess.exe c:\windows\system32\gproc...
Cmdlet Stop-Process Stop-Process [-Id] <Int32...

To see what a command such as Get-Process does, use the Get-Help cmdlet, like this:
PS > Get-Help Get-Process

Since PowerShell lets you work with objects from the .NET Framework, it provides the
Get-Member cmdlet to retrieve information about the properties and methods that an
object, such as a .NET System.String, supports. Piping a string to the Get-Member
command displays its type name and its members:

PS > "Hello World" | Get-Member

TypeName: System.String

Name MemberType Definition

(...)

PadLeft Method System.String PadLeft(Int32 tota...
PadRight Method System.String PadRight(Int32 tot...
Remove Method System.String Remove(Int32 start...
Replace Method System.String Replace(Char oldcCh...
Split Method System.String[] Split(Params Cha...
StartsWith Method System.Boolean StartsWith(String...
Substring Method System.String Substring(Int32 st...
ToCharArray Method System.Char[] ToCharArray(), Sys...
ToLower Method System.String ToLower(), System....
ToLowerInvariant Method System.String ToLowerInvariant()
ToString Method System.String ToString(), System...
ToUpper Method System.String ToUpper(), System....
ToUpperInvariant Method System.String ToUpperInvariant()
Trim Method System.String Trim(Params Char[]...
TrimEnd Method System.String TrimEnd(Params Cha...
TrimStart Method System.String TrimStart(Params C...
Chars ParameterizedProperty System.Char Chars(Int32 index) {...
Length Property System.Int32 Length {get;}
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Ubiquitous Scripting

PowerShell makes no distinction between the commands typed at the command line
and the commands written in a script. Your favorite cmdlets work in scripts and your
favorite scripting techniques (e.g., the foreach statement) work directly on the com-
mand line. For example, to add up the handle count for all running processes:

PS > ShandleCount = 0

PS > foreach($process in Get-Process) { $handleCount += $process.Handles }
PS > ShandleCount

19403

While PowerShell provides a command (Measure-0Object) to measure statistics about
collections, this short example shows how PowerShell lets you apply techniques that
normally require a separate scripting or programming language.

In addition to using PowerShell scripting keywords, you can also create and work di-
rectly with objects from the .NET Framework that you may be familiar with. PowerShell
becomes almost like the C# immediate mode in Visual Studio. Example I-4 shows how
PowerShell lets you easily interact with the .NET Framework.

Example I-4. Using objects from the NET Framework to retrieve a web page and process
its content

PS > SwebClient = New-Object System.Net.WebClient

PS > S$content = $webClient.DownloadString(
"http://blogs.msdn.com/PowerShell/rss.aspx")

PS > S$content.Substring(0,1000)

<?xml version="1.0" encoding="UTF-8" ?>

<?xml-stylesheet type="text/xsl" href="http://blogs.msdn.com/utility/FeedS

tylesheets/rss.xs1" media="screen"?><rss version="2.0" xmlns:dc="http://pu

rl.org/dc/elements/1.1/" xmlns:slash="http://purl.org/rss/1.0/modules/slas

h/" xmlns:wfw="http://wellformedweb.org/CommentAPI/"><channel><title>Windo

(...)

Ad Hoc Development

By blurring the lines between interactive administration and writing scripts, the history
buffers of PowerShell sessions quickly become the basis for ad hoc script development.
In this example, you call the Get-History cmdlet to retrieve the history of your session.
For each item, you get its CommandLine property (the thing you typed) and send the
output to a new script file.

PS > Get-History | Foreach-Object { $_.CommandLine } > c:\temp\script.psil
PS > notepad c:\temp\script.psi

(save the content you want to keep)

PS > c:\temp\script.ps1
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If this is the first time you've run a script in PowerShell, you will need
. toconfigure your execution policy. For more information about select-
¢ ing an execution policy, see Recipe 18.1, “Enable Scripting Through an

Execution Policy”.

aqs
[N
N

For more detail about saving your session history into a script, see Recipe 1.21, “Pro-
gram: Create Scripts from Your Session History”.

Bridging Technologies

We've seen how PowerShell lets you fully leverage the .NET Framework in your tasks,
but its support for common technologies stretches even further. As Example I-5 (con-
tinued from Example I-4) shows, PowerShell supports XML.

Example I-5. Working with XML content in PowerShell

PS > $xmlContent = [xml] $content
PS > $xmlContent

xml xml-stylesheet rss
version="1.0" encoding... type="text/xsl" href="... rss

PS > $xmlContent.rss

version : 2.0

dc : http://purl.org/dc/elements/1.1/
slash : http://purl.org/rss/1.0/modules/slash/
wfw : http://wellformedweb.org/CommentAPI/

channel : channel

PS > $xmlContent.rss.channel.item | select Title

CMD.exe compatibility

Time Stamping Log Files

Microsoft Compute Cluster now has a PowerShell Provider and Cmdlets
The Virtuous Cycle: .NET Developers using PowerShell

(...)

PowerShell also lets you work with Windows Management Instrumentation (WMI) and
CIM:

PS > Get-CimInstance Win32_Bios

SMBIOSBIOSVersion : ASUS A7N8X Deluxe ACPI BIOS Rev 1009
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Manufacturer : Phoenix Technologies, LTD

Name : Phoenix - AwardBIOS v6.00PG
SerialNumber TOXXXXXXXXXXX
Version : Nvidia - 42302e31

Or, as Example I-6 shows, you can work with Active Directory Service Interfaces (ADSI).

Example I-6. Working with Active Directory in PowerShell

PS > [ADSI] "WinNT://./Administrator" | Format-List *

UserFlags . {66113}

MaxStorage : {-1}

PasswordAge : {19550795}

PasswordExpired . {0}

LoginHours : {255 255 255 255 255 255 255 255 255 255 255
255 255 255 255 255 255 255 255 255 255}

FullName : {3

Description : {Built-in account for administering the compu
ter/domain}

BadPasswordAttempts . {0}

LastLogin : {5/21/2007 3:00:00 AM}

HomeDirectory : {3

LoginScript : {3

Profile : {3

HomeDirDrive : {3

Parameters : {3

PrimaryGroupID . {513}

Name : {Administrator}

MinPasswordLength . {0}

MaxPasswordAge : {3710851}

MinPasswordAge . {0}

PasswordHistorylLength . {0}

AutoUnlockInterval . {1800}

LockoutObservationInterval : {1800}

MaxBadPasswordsAllowed . {0}

RasPermissions . {1}

objectSid :{1500000521000 121 227 252 83 122
130 50 34 67 23 10 50 244 1 0 0}

Or, as Example I-7 shows, you can even use PowerShell for scripting traditional COM

objects.

Example I-7. Working with COM objects in PowerShell

PS > S$firewall = New-Object -com HNetCfg.FwMgr
PS > $firewall.LocalPolicy.CurrentProfile

Type 01

FirewallEnabled : True
ExceptionsNotAllowed : False
NotificationsDisabled : False

UnicastResponsesToMulticastBroadcastDisabled : False
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RemoteAdminSettings : System.__ComObject

IcmpSettings : System._ _ComObject

GloballyOpenPorts : {Media Center Extender Serv
ice, Remote Media Center Ex
perience, Adam Test Instanc

e, QWAVE...}

Services : {File and Printer Sharing,
UPNP Framework, Remote Desk
top}

AuthorizedApplications : {Remote Assistance, Windows

Messenger, Media Center, T
rillian...}

Namespace Navigation Through Providers

Another avenue PowerShell offers for working with the system is providers. PowerShell
providers let you navigate and manage data stores using the same techniques you already
use to work with the filesystem, as illustrated in Example I-8.

Example I-8. Navigating the filesystem

PS > Set-Location c:\
PS > Get-ChildItem

Directory: C:\

Mode LastWriteTime Length Name

d---- 11/2/2006 4:36 AM SWINDOWS.~BT
d---- 5/8/2007  8:37 PM Blurpark

d---- 11/29/2006 2:47 PM Boot

d---- 11/28/2006 2:10 PM DECCHECK

d---- 10/7/2006  4:30 PM Documents and Settings
d---- 5/21/2007 6:02 PM F&SC-demo

d---- 4/2/2007 7:21 PM Inetpub

d---- 5/20/2007  4:59 PM Program Files
d---- 5/21/2007 11:47 PM temp

d---- 5/21/2007  8:55 PM Windows

-a--- 1/7/2006 10:37 PM 0 autoexec.bat
-ar-s 11/29/2006 1:39 PM 8192 BOOTSECT.BAK
-a--- 1/7/2006 10:37 PM 0 config.sys

-a--- 5/1/2007 8:43 PM 33057 RUU. log

-a--- 4/2/2007 7:46 PM 2487 secedit.INTEG.RAW

This also works on the registry, as shown in Example I-9.

Example I-9. Navigating the registry

PS > Set-Location HKCU:\Software\Microsoft\Windows)\
PS > Get-ChildItem

Hive: HKEY_CURRENT_USER\Software\Microsoft\Windows
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SKC VC Name Property

30 1 CurrentVersion {1SC}
3 1 Shell {BagMRU Size}
4 2 ShellNoRoam {(default), BagMRU Size}

PS > Set-Location CurrentVersion\Run
PS > Get-ItemProperty .

(...)

FolderShare : "C:\Program Files\FolderShare\FolderShare.exe" /
background

TaskSwitchXP . d:\lee\tools\TaskSwitchXP.exe

ctfmon.exe : C:\WINDOWS\system32\ctfmon.exe

Ditto : C:\Program Files\Ditto\Ditto.exe

(...)

And it even works on the machine’s certificate store, as Example I-10 illustrates.

Example I-10. Navigating the certificate store

PS > Set-Location cert:\CurrentUser\Root
PS > Get-ChildItem

Directory: Microsoft.PowerShell.Security\Certificate::CurrentUser\Root

Thumbprint Subject

CDD4EEAE600OAC7F40C3802C171E30148030C072 CN=Microsoft Root Certificate...
BE36A4562FB2EEO5DBB3D32323ADF445084ED656 CN=Thawte Timestamping CA, OU...
A43489159A520FOD93DO32CCAF37E7FE20A8B419 CN=Microsoft Root Authority, ...
9FE47B4DO5D46E8066BAB1D1BFCOE48F1DBE6B26 CN=PowerShell Local Certifica...
7F88CD7223F3C813818C994614A89C99FA3B5247 CN=Microsoft Authenticode(tm)...
245C97DF7514E7CF2DF8BE72AE957B9EO4741E85 0OU=Copyright (c) 1997 Microso...
(...)

Much, Much More

As exciting as this guided tour was, it barely scratches the surface of how you can use
PowerShell to improve your productivity and systems management skills. For more
information about getting started in PowerShell, see Chapter 1.
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CHAPTER 1
The Windows PowerShell Interactive Shell

1.0. Introduction

Above all else, the design of Windows PowerShell places priority on its use as an efficient
and powerful interactive shell. Even its scripting language plays a critical role in this
effort, as it too heavily favors interactive use.

What surprises most people when they first launch PowerShell is its similarity to the
command prompt that has long existed as part of Windows. Familiar tools continue to
run. Familiar commands continue to run. Even familiar hotkeys are the same. Support-
ing this familiar user interface, though, is a powerful engine that lets you accomplish
once cumbersome administrative and scripting tasks with ease.

This chapter introduces PowerShell from the perspective of its interactive shell.

1.1. Run Programs, Scripts, and Existing Tools

Problem

You rely on alot of effort invested in your current tools. You have traditional executables,
Perl scripts, VBScript, and of course, a legacy build system that has organically grown
into a tangled mess of batch files. You want to use PowerShell, but you don't want to give
up everything you already have.

Solution

To run a program, script, batch file, or other executable command in the system’s path,
enter its filename. For these executable types, the extension is optional:
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Program.exe arguments
ScriptName.psl arguments
BatchFile.cmd arguments

To run a command that contains a space in its name, enclose its filename in single-
quotes (') and precede the command with an ampersand (&), known in PowerShell as
the invoke operator:

& 'C:\Program Files\Program\Program.exe' arguments
To run a command in the current directory, place .\ in front of its filename:
.\Program.exe arguments

To run a command with spaces in its name from the current directory, precede it with
both an ampersand and . \:

& '.\Program With Spaces.exe' arguments

Discussion

In this case, the solution is mainly to use your current tools as you always have. The only
difference is that you run them in the PowerShell interactive shell rather than cmd.exe.

Specifying the command name

The final three tips in the Solution merit special attention. They are the features of
PowerShell that many new users stumble on when it comes to running programs. The
first is running commands that contain spaces. In cmd.exe, the way to run a command
that contains spaces is to surround it with quotes:

"C:\Program Files\Program\Program.exe"

In PowerShell, though, placing text inside quotes is part of a feature that lets you evaluate
complex expressions at the prompt, as shown in Example 1-1.

Example 1-1. Evaluating expressions at the PowerShell prompt

PS>1+1

2

PS > 26 * 1.15

29.9

PS > "Hello" + " World"

Hello World

PS > "Hello World"

Hello World

PS > "C:\Program Files\Program\Program.exe"
C:\Program Files\Program\Program.exe
PS >
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So, a program name in quotes is no different from any other string in quotes. It’s just an
expression. As shown previously, the way to run a command in a string is to precede
that string with the invoke operator (&). If the command you want to run is a batch file
that modifies its environment, see Recipe 3.5, “Program: Retain Changes to Environ-
ment Variables Set by a Batch File”.

W 8
¥ By default, PowerShell’s security policies prevent scripts from running.
.‘& . Once you begin writing or using scripts, though, you should configure
063 this policy to something less restrictive. For information on how to

configure your execution policy, see Recipe 18.1, “Enable Scripting
Through an Execution Policy”.

The second command that new users (and seasoned veterans before coffee!) sometimes
stumble on is running commands from the current directory. In cmd.exe, the current
directory is considered part of the path: the list of directories that Windows searches to
find the program name you typed. If you are in the C:\Programs directory, cmd.exelooks
in C:\Programs (among other places) for applications to run.

PowerShell, like most Unix shells, requires that you explicitly state your desire to run a
program from the current directory. To do that, you use the .\Program.exe syntax, as
shown previously. This prevents malicious users on your system from littering your hard
drive with evil programs that have names similar to (or the same as) commands you
might run while visiting that directory.

To save themselves from having to type the location of commonly used scripts and
programs, many users put commonly used utilities along with their PowerShell scripts
in a “tools” directory, which they add to their system’s path. If PowerShell can find a
script or utility in your system’s path, you do not need to explicitly specify its location.

If you want PowerShell to automatically look in your current working directory for
scripts, you can add a period (.) to your PATH environment variable.

For more information about updating your system path, see Recipe 16.2, “Modify the
User or System Path”.

If you want to capture the output of a command, you can either save the results into a
variable, or save the results into a file. To save the results into a variable, see Recipe 3.3,
“Store Information in Variables”. To save the results into a file, see Recipe 1.26, “Store
the Output of a Command into a File”.

Specifying command arguments

To specify arguments to a command, you can again type them just as you would in other
shells. For example, to make a specified file read-only (two arguments to attrib.exe),

simply type:
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attrib +R c:\path\to\file.txt

Where many scripters get misled when it comes to command arguments is how to
change them within your scripts. For example, how do you get the filename from a
PowerShell variable? The answer is to define a variable to hold the argument value, and
just use that in the place you used to write the command argument:

S$filename = "c:\path\to\other\file.txt"
attrib +R $filename

You can use the same technique when you call a PowerShell cmdlet, script, or function:

$filename = "c:\path\to\other\file.txt"
Get-Acl -Path $filename

If you see a solution that uses the Invoke-Expression cmdlet to compose command
arguments, it is almost certainly incorrect. The Invoke-Expression cmdlet takes the
string that you give it and treats it like a full PowerShell script. As just one example of
the problems this can cause, consider the following: filenames are allowed to contain
the semicolon (;) character, but when Invoke-Expression sees a semicolon, it assumes
that it is a new line of PowerShell script. For example, try running this:

$filename = "c:\file.txt; Write-Warning 'This could be bad'"
Invoke-Expression "Get-Acl -Path $filename"

Given that these dynamic arguments often come from user input, using Invoke-
Expression to compose commands can (at best) cause unpredictable script results.
Worse, it could result in damage to your system or a security vulnerability.

In addition to letting you supply arguments through variables one at a time, PowerShell
also lets you supply several of them at once through a technique known as splatting. For
more information about splatting, see Recipe 11.14, “Dynamically Compose Command
Parameters”.

See Also

Recipe 3.3, “Store Information in Variables”

Recipe 3.5, “Program: Retain Changes to Environment Variables Set by a Batch File”
Recipe 11.14, “Dynamically Compose Command Parameters”

Recipe 16.2, “Modify the User or System Path”

Recipe 18.1, “Enable Scripting Through an Execution Policy”
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1.2. Run a PowerShell Command

Problem

You want to run a PowerShell command.

Solution
To run a PowerShell command, type its name at the command prompt. For example:

PS > Get-Process

Handles NPM(K) PM(K) WS(K)  VM(M) CPU(s) Id ProcessName

133 5 11760 7668 46 1112 audiodg
184 5 33248 508 93 1692 avgamsvr
143 7 31852 984 97 1788 avgenc
Discussion

The Get-Process command is an example of a native PowerShell command, called a
cmdlet. As compared to traditional commands, cmdlets provide significant benefits to
both administrators and developers:

o They share a common and regular command-line syntax.

« Theysupport rich pipeline scenarios (using the output of one command as the input
of another).

o They produce easily manageable object-based output, rather than error-prone
plain-text output.

Because the Get-Process cmdlet generates rich object-based output, you can use its
output for many process-related tasks.

Every PowerShell command lets you provide input to the command through its param-
eters. For more information on providing input to commands, see “Running Com-
mands” (page 899).

The Get-Process cmdlet is just one of the many that PowerShell supports. See
Recipe 1.11, “Find a Command to Accomplish a Task” to learn techniques for finding
additional commands that PowerShell supports.

For more information about working with classes from the .NET Framework, see
Recipe 3.8, “Work with .NET Objects”.
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See Also

Recipe 1.11, “Find a Command to Accomplish a Task”
Recipe 3.8, “Work with .NET Objects”

“Running Commands” (page 899)

1.3. Resolve Errors Calling Native Executables

Problem

You have a command line that works from cmd.exe, and want to resolve errors that occur
from running that command in PowerShell.

Solution

Enclose any affected command arguments in single quotes to prevent them from being
interpreted by PowerShell, and replace any single quotes in the command with two single
quotes.

PS > cmd /c echo '!"#$%&''()*+,-./09:;<=>?@AZ[\]"*_"az{|}~'

LHSHE () *+,-.[09:5<=>2@AZ[\]"_"az{ ]|}~
For complicated commands where this does not work, use the verbatim argument
(--%) syntax.

PS > cmd /c echo 'quotes' "and" Svariables @{ etc = Strue }
quotes and System.Collections.Hashtable

PS > cmd --% /c echo 'quotes' "and" Svariables @{ etc = Strue }
'quotes' "and" S$variables @{ etc = Strue }

Discussion

One of PowerShell’s primary goals has always been command consistency. Because of
this, cmdlets are very regular in the way that they accept parameters. Native executables
write their own parameter parsing, so you never know what to expect when working
with them. In addition, PowerShell offers many features that make you more efficient
at the command line: command substitution, variable expansion, and more. Since many
native executables were written before PowerShell was developed, they may use special
characters that conflict with these features.

As an example, the command given in the Solution uses all the special characters avail-
able on a typical keyboard. Without the quotes, PowerShell treats some of them as lan-
guage features, as shown in Table 1-1.
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Table 1-1. Sample of special characters

Special character Meaning
" The beginning (or end) of quoted text
# The beginning of a comment

The beginning of a variable

& Reserved for future use

() Parentheses used for subexpressions
; Statement separator

{1} Script block

| Pipeline separator

Escape character

When surrounded by single quotes, PowerShell accepts these characters as written,
without the special meaning.

Despite these precautions, you may still sometimes run into a command that doesn't
seem to work when called from PowerShell. For the most part, these can be resolved by
reviewing what PowerShell passes to the command and escaping the special characters.

To see exactly what PowerShell passes to that command, you can view the output of the
trace source called NativeCommandParameterBinder:

PS > Trace-Command NativeCommandParameterBinder {
cmd /c echo "!M"#S%&''()*+,-./09:;<=>2@AZ[\]*_"az{|}~'

} -PsHost

DEBUG: NativeCommandParameterBinder Information: 0 : WriteLine
Argument 0: /c

DEBUG: NativeCommandParameterBinder Information: 0 : WriteLine
Argument 1: echo

DEBUG: NativeCommandParameterBinder Information: 0 : WriteLine

Argument 2: !'#S$%&'()*+,-./09:;<=>?7@QAZ[\]*_"az{|}~

LUHSUR ()4, - . /091 3<=>2@AZ[\ ] az{|}~
If the command arguments shown in this output don’t match the arguments you expect,
they have special meaning to PowerShell and should be escaped.

For a complex enough command that “just used to work,” though, escaping special
characters is tiresome. To escape the whole command invocation, use the verbatim
argument marker (- -%) to prevent PowerShell from interpreting any of the remaining
characters on the line. You can place this marker anywhere in the command’s arguments,
letting you benefit from PowerShell constructs where appropriate. The following ex-
ample uses a PowerShell variable for some of the command arguments, but then uses
verbatim arguments for the rest:
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PS > Susername = "Lee"
PS > cmd /c echo Hello $username with 'quotes' "and" Svariables @{ etc = Strue }
Hello Lee with quotes and System.Collections.Hashtable
PS > cmd /c echo Hello $username °
--% with 'quotes' "and" $variables @{ etc = $true }
Hello Lee with 'quotes' "and" S$Svariables @{ etc = S$true }

While in this mode, PowerShell also accepts cmd.exe-style environment variables—as
these are frequently used in commands that “just used to work”

PS > Senv:host = "myhost"

PS > ping %host%

Ping request could not find host %host%. Please check the name and try again.
PS > ping --% %host%

Pinging myhost [127.0.1.1] with 32 bytes of data:
(...)

See Also

Appendix A, PowerShell Language and Environment

1.4. Supply Default Values for Parameters

Problem

You want to define a default value for a parameter in a PowerShell command.

Solution

Add an entry to the PSDefaultParameterValues hashtable.

PS > Get-Process

Handles NPM(K) PM(K) WS(K) VM(M)  CPU(s) Id ProcessName
150 13 9692 9612 39 21.43 996 audiodg
1013 84 45572 42716 315 1.67 4596 WWAHost
(...)

PS > SPSDefaultParameterValues["Get-Process:ID"] = $pid
PS > Get-Process

Handles NPM(K) PM(K) WS(K) VM(M)  CPU(s) Id ProcessName

584 62 132776 157940 985 13.15 9104 powershell_ise

PS > Get-Process -Id 0
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Handles NPM(K) PM(K) WS(K) VM(M)  CPU(s) Id ProcessName

Discussion

In PowerShell, many commands (cmdlets and advanced functions) have parameters
that let you configure their behavior. For a full description of how to provide input to
commands, see “Running Commands” (page 899). Sometimes, though, supplying values
for those parameters at each invocation becomes awkward or repetitive.

Until PowerShell version 3, it was the responsibility of each cmdlet author to recognize
awkward or repetitive configuration properties and build support for “preference vari-
ables” into the cmdlet itself. For example, the Send-MailMessage cmdlet looks for the
$PSEmailServer variable if you do not supply a value for its -SmtpServer parameter.

To make this support more consistent and configurable, PowerShell version 3 introduces
the PSDefaultParameterValues preference variable. This preference variable is a hasht-
able. Like all other PowerShell hashtables, entries come in two parts: the key and the
value.

Keys in the PSDefaultParameterValues hashtable must match the pattern cmdlet:pa
rameter—that is, a cmdlet name and parameter name, separated by a colon. Either (or
both) may use wildcards, and spaces between the command name, colon, and parameter
are ignored.

Values for the cmdlet/parameter pairs can be either a simple parameter value (a string,
boolean value, integer, etc.) or a script block. Simple parameter values are what you will
use most often.

If you need the default value to dynamically change based on what parameter values are
provided so far, you can use a script block as the default. When you do so, PowerShell
evaluates the script block and uses its result as the default value. If your script block
doesn’t return a result, PowerShell doesn’t apply a default value.

When PowerShell invokes your script block, $args[@] contains information about any
parameters bound so far: BoundDefaultParameters, BoundParameters, and BoundPo
sitionalParameters. As one example of this, consider providing default values to the
-Credential parameter based on the computer being connected to. Here is a function
that simply outputs the credential being used:

function RemoteConnector
{
param(
[Parameter()]
$ComputerName,
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[Parameter(Mandatory = Strue)]
$Credential)

"Connecting as " + $Credential.UserName

}
Now, you can define a credential map:

PS > Scredmap = @{}
PS > S$credmap["RemoteComputer1"] = Get-Credential
PS > Scredmap["RemoteComputer2"] = Get-Credential

Then, create a parameter default for all Credential parameters that looks at the Com
puterName bound parameter:

S$PSDefaultParameterValues["*:Credential"] = {
if(Sargs[0].BoundParameters -contains "ComputerName")

{

$cred = Scredmap[$PSBoundParameters["ComputerName"]]
if(Scred) { Scred }

}
Here is an example of this in use:

PS > RemoteConnector -ComputerName RemoteComputeril
Connecting as UserForRemoteComputeril
PS > RemoteConnector -ComputerName RemoteComputer?2
Connecting as UserForRemoteComputer?2
PS > RemoteConnector -ComputerName RemoteComputer3

cmdlet RemoteConnector at command pipeline position 1

Supply values for the following parameters:
Credential: (...)

For more information about working with hashtables in PowerShell, see “Hashtables
(Associative Arrays)” (page 872).

See Also
“Hashtables (Associative Arrays)” (page 872)

“Running Commands” (page 899)

1.5. Invoke a Long-Running or Background Command

Problem

You want to invoke a long-running command on a local or remote computer.

28 | Chapter 1: The Windows PowerShell Interactive Shell



Solution
Invoke the command as a Job to have PowerShell run it in the background:

PS > Start-Job { while($true) { Get-Random; Start-Sleep 5 } } -Name Sleeper

Id Name State HasMoreData Location

1 Sleeper Running True localhost

PS > Receive-Job Sleeper
671032665

1862308704

PS > Stop-Job Sleeper

Discussion

PowerShell’s job cmdlets provide a consistent way to create and interact with background
tasks. In the Solution, we use the Start-Job cmdlet to launch a background job on the
local computer. We give it the name of Sleeper, but otherwise we don’t customize much
of its execution environment.

In addition to allowing you to customize the job name, the Start-Job cmdlet also lets
you launch the job under alternate user credentials or as a 32-bit process (if run originally
from a 64-bit process).

Once you have launched a job, you can use the other Job cmdlets to interact with it:

Get-Job
Gets all jobs associated with the current session. In addition, the -Before, -After,
-Newest,and - State parameterslet you filter jobs based on their state or completion
time.

Wait-Job
Waits for a job until it has output ready to be retrieved.

Receive-Job
Retrieves any output the job has generated since the last call to Receive-Job.

Stop-Job
Stops a job.

Remove-Job
Removes a job from the list of active jobs.
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In addition to the Start-Job cmdlet, you can also use the -AsJob
parameter in many cmdlets to have them perform their tasks in the

%' background. Two of the most useful examples are the Invoke-
Command cmdlet (when operating against remote computers) and the set
of WMI-related cmdlets.

5

If your job generates an error, the Receive-Job cmdlet will display it to you when you
receive the results, as shown in Example 1-2. If you want to investigate these errors
further, the object returned by Get-Job exposes them through the Error property.

Example 1-2. Retrieving errors from a Job

PS > Start-Job -Name ErrorJob { Write-Error Error! }

Id Name State HasMoreData Location

1 ErrorJob Running True localhost

PS > Receive-Job ErrorJob
Error!
+ CategoryInfo : NotSpecified: (:) [Write-Error], WriteError
Exception
+ FullyQualifiedErrorId : Microsoft.PowerShell.Commands.WriteErrorExc
eption,Microsoft.PowerShell.Commands.WriteErrorCommand

PS > $job = Get-Job ErrorJob
PS > $job | Format-List *

State : Completed

HasMoreData : False

StatusMessage :

Location : localhost

Command : Write-Error Error!

JobStateInfo : Completed

Finished : System.Threading.ManualResetEvent
Instanceld : 801e932c-5580-4c8b-af06-ddd1024840b7
Id H

Name : ErrorJob

ChildJobs : {Job2}

Output {3

Error : {3

Progress {3}

Verbose : {3

Debug {3}

Warning : {3

PS > $job.ChildJobs[0@] | Format-List *
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State

HasMoreData
Location
Runspace
Command
JobStateInfo
Finished
Instanceld
Id

Name
ChildJobs
Output
Error

Progress
Verbose
Debug
Warning

: Completed

StatusMessage :

: False

: localhost

: System.Management.Automation.RemoteRunspace

Write-Error Error!

: Completed

: System.Threading.ManualResetEvent

: 60fa85da-448b-49ff-8116-6eae6c3f5006
H

: Job2

: {3

: {}

: {Microsoft.PowerShell.Commands.WriteErrorException,Microso

ft.PowerShell.Commands.WriteErrorCommand}

: {1
: {3
: {1
: {3

PS > $job.ChildJobs[0].Error

Error!

+ CategoryInfo : NotSpecified: (:) [Write-Error], WriteError

Exception

+ FullyQualifiedErrorId : Microsoft.PowerShell.Commands.WriteErrorExc
eption,Microsoft.PowerShell.Commands.WriteErrorCommand

PS >

As this example shows, jobs are sometimes containers for other jobs, called child jobs.

Jobs created through the Start - Job cmdlet will always be child jobs attached to a generic
container. To access the errors returned by these jobs, you instead access the errors in

its first child job (called child job number zero).

In addition to long-running jobs that execute under control of the current PowerShell

session, you might want to register and control jobs that run on a schedule, or inde-

pendently of the current PowerShell session. PowerShell has a handful of commands to
let you work with scheduled jobs like this; for more information, see Recipe 27.14,

“Manage Scheduled Tasks on a Computer”.

See Also

Recipe 27.14, “Manage Scheduled Tasks on a Computer”

Recipe 28.7, “Improve the Performance of Large-Scale WMI Operations”

Recipe 29.4, “Invoke a Command on a Remote Computer”
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1.6. Program: Monitor a Command for Changes

As thrilling as our lives are, some days are reduced to running a command over and
over and over. Did the files finish copying yet? Is the build finished? Is the site still up?

Usually, the answer to these questions comes from running a command, looking at its
output, and then deciding whether it meets your criteria. And usually this means just
waiting for the output to change, waiting for some text to appear, or waiting for some
text to disappear.

Fortunately, Example 1-3 automates this tedious process for you.

Example 1-3. Watch-Command.ps1

##t

## Watch-Command

##t

## From Windows PowerShell Cookbook (0'Reilly)

## by Lee Holmes (http://www.leeholmes.com/guide)

##
B

<#

.SYNOPSIS

Watches the result of a command invocation, alerting you when the output
either matches a specified string, lacks a specified string, or has simply
changed.

.EXAMPLE

PS > Watch-Command { Get-Process -Name Notepad | Measure } -UntilChanged
Monitors Notepad processes until you start or stop one.

.EXAMPLE

PS > Watch-Command { Get-Process -Name Notepad | Measure } -Until "Count 1"
Monitors Notepad processes until there is exactly one open.

.EXAMPLE
PS > Watch-Command {

Get-Process -Name Notepad | Measure } -While 'Count ¢ \d\s*\n'
Monitors Notepad processes while there are between 0 and 9 open

(once number after the colon).

#>

[CmdletBinding(DefaultParameterSetName = "Forever")]
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param(

)

## The script block to invoke while monitoring
[Parameter(Mandatory = Strue, Position = 0)]
[ScriptBlock] $ScriptBlock,

## The delay, in seconds, between monitoring attempts
[Parameter()]
[Double] $DelaySeconds = 1,

## Specifies that the alert sound should not be played
[Parameter()]
[Switch] $Quiet,

## Monitoring continues only while the output of the

## command remains the same.

[Parameter(ParameterSetName = "UntilChanged", Mandatory = $false)]
[Switch] SUntilChanged,

## The regular expression to search for. Monitoring continues
## until this expression is found.
[Parameter(ParameterSetName = "Until", Mandatory = $false)]
[String] $Until,

## The regular expression to search for. Monitoring continues
## until this expression is not found.
[Parameter(ParameterSetName = "While", Mandatory = S$false)]
[String] $SWhile

Set-StrictMode -Version 3

S$initialOutput = ""

## Start a continuous loop
while(S$true)

{

## Run the provided script block
$r = & S$ScriptBlock

## Clear the screen and display the results
Clear-Host

$ScriptBlock.ToString().Trim()

StextOutput = $r | Out-String

StextOutput

## Remember the initial output, if we haven't
## stored it yet
if(-not $initialOutput)
{
$initialOutput = $StextOutput
}
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## If we are just looking for any change,
## see 1f the text has changed.

if($UntilChanged)
{
if($initialOutput -ne S$textOutput)
{
break
}

}

## If we need to ensure some text is found,
## break if we didn't find it.

if(SWhile)
{
if(StextOutput -notmatch $While)
{
break
}

}

## If we need to wailt for some text to be found,
## break if we find it.
if(Suntil)
{
if(StextOutput -match $Until)
{

}

break

}

## Delay
Start-Sleep -Seconds S$SDelaySeconds
}

## Notify the user
if(-not $Quiet)
{
[Console]: :Beep(1000, 1000)

}

For more information about running scripts, see Recipe 1.1, “Run Programs, Scripts,
and Existing Tools”.

See Also

Recipe 1.1, “Run Programs, Scripts, and Existing Tools”
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1.7. Notify Yourself of Job Completion

Problem

You want to notify yourself when a long-running job completes.

Solution

Use the Register-TemporaryEvent command given in Recipe 32.3, “Create a Tempo-
rary Event Subscription” to register for the event’s StateChanged event:

PS > $job = Start-Job -Name TenSecondSleep { Start-Sleep 10 }
PS > Register-TemporaryEvent $job StateChanged -Action {
[Console]: :Beep(100,100)
Write-Host "Job #$($sender.Id) ($($sender.Name)) complete."
}

PS > Job #6 (TenSecondSleep) complete.
PS >

Discussion

When a job completes, it raises a StateChanged event to notify subscribers that its state
has changed. We can use PowerShell’s event handling cmdlets to register for notifications
about this event, but they are not geared toward this type of one-time event handling.
To solve that, we use the Register-TemporaryEvent command given in Recipe 32.3,
“Create a Temporary Event Subscription”.

In our example action block in the Solution, we simply emit a beep and write a message
saying that the job is complete.

As another option, you can also update your prompt function to highlight jobs that are
complete but still have output you haven’t processed:

$psJobs = @(Get-Job -State Completed | ? { $_.HasMoreData })
if($psJobs.Count -gt 0) {
($psJobs | Out-String).Trim() | Write-Host -Fore Yellow }

For more information about events and this type of automatic event handling, see
Chapter 32.

See Also

Recipe 1.1, “Run Programs, Scripts, and Existing Tools”

Chapter 32, Event Handling

1.7. Notify Yourself of Job Completion | 35



1.8. Customize Your Shell, Profile, and Prompt

Problem

You want to customize PowerShell’s interactive experience with a personalized prompt,
aliases, and more.

Solution

When you want to customize aspects of PowerShell, place those customizations in your
personal profile script. PowerShell provides easy access to this profile script by storing
its location in the $profile variable.

By default, PowerShell’s security policies prevent scripts (including your
. profile) from running. Once you begin writing scripts, though, you
063" should configure this policy to something less restrictive. For informa-
tion on how to configure your execution policy, see Recipe 18.1, “Enable
Scripting Through an Execution Policy”.

To create a new profile (and overwrite one if it already exists):
New-Item -type file -force $profile

To edit your profile (in the Integrated Scripting Environment):
ise $profile

To see your profile file:
Get-ChildItem $profile

Once you create a profile script, you can add a function called prompt that returns a
string. PowerShell displays the output of this function as your command-line prompt.

function prompt

{
"PS [$env:COMPUTERNAME] >"

}
This example prompt displays your computer name, and looks like PS [LEE-DESK] >.

You may also find it helpful to add aliases to your profile. Aliaseslet you refer to common
commands by a name that you choose. Personal profile scripts let you automatically
define aliases, functions, variables, or any other customizations that you might set in-
teractively from the PowerShell prompt. Aliases are among the most common custom-
izations, as they let you refer to PowerShell commands (and your own scripts) by a name
that is easier to type.
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If you want to define an alias for a command but also need to modify
the parameters to that command, then define a function instead. For

%" more information, see Recipe 11.14, “Dynamically Compose Com-
mand Parameters”.

XS
[N
N

For example:

Set-Alias new New-Object

Set-Alias iexplore 'C:\Program Files\Internet Explorer\iexplore.exe'
Your changes will become effective once you save your profile and restart PowerShell.
Alternatively, you can reload your profile immediately by running this command:

. $profile

Functions are also very common customizations, with the most popular being the
prompt function.

Discussion

The Solution discusses three techniques to make useful customizations to your
PowerShell environment: aliases, functions, and a hand-tailored prompt. You can (and
will often) apply these techniques at any time during your PowerShell session, but your
profile script is the standard place to put customizations that you want to apply to every
session.

To remove an alias or function, use the Remove-Item cmdlet:

Remove-Item function:\MyCustomFunction
Remove-Item alias:\new

Although the Prompt function returns a simple string, you can also use the function for
more complex tasks. For example, many users update their console window title (by
changing the $host.UI.RawUI.WindowTitle variable) or use the Write-Host cmdlet to
output the prompt in color. If your prompt function handles the screen output itself, it
still needs to return a string (for example, a single space) to prevent PowerShell from
using its default. If you don’t want this extra space to appear in your prompt, add an
extra space at the end of your Write-Host command and return the backspace ("'b")
character, as shown in Example 1-4.

Example 1-4. An example PowerShell prompt

B
#i

## From Windows PowerShell Cookbook (0'Reilly)

## by Lee Holmes (http://www.leeholmes.com/guide)
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#i#

Set-StrictMode -Version 3

function Prompt

{
$id = 1
S$historyItem = Get-History -Count 1
if(ShistoryItem)
{

$1d = ShistoryItem.Id + 1

}
Write-Host -ForegroundColor DarkGray "'n[$(Get-Location)]"
Write-Host -NoNewLine "PS:$id > "
$host.UI.RawUI.WindowTitle = "$(Get-Location)"
g

}

In addition to showing the current location, this prompt also shows the ID for that
command in your history. This lets you locate and invoke past commands with relative
ease:

[C:\]

PS:73 >5 * 5
25

[C:\]
PS:74 >1 + 1
2

[C:\]

PS:75 >Invoke-History 73
5*5

25

[C:\]
PS:76 >

Although the profile referenced by $profile is the one you will almost always want to
use, PowerShell actually supports four separate profile scripts. For further details on
these scripts (along with other shell customization options), see “Common Customi-
zation Points” (page 914).

See Also
Recipe 18.1, “Enable Scripting Through an Execution Policy”

“Common Customization Points” (page 914)
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1.9. Customize PowerShell’s User Input Behavior

Problem

You want to override the way that PowerShell reads input at the prompt.

Solution

Create a PSConsoleHostReadLine function. In that function, process the user input and
return the resulting command. Example 1-5 implements a somewhat ridiculous
Notepad-based user input mechanism:

Example 1-5. A Notepad-based user input mechanism

function PSConsoleHostReadlLine

{
$inputFile = Join-Path Senv:TEMP PSConsoleHostReadLine
Set-Content S$inputFile "PS > "
## Notepad opens. Enter your command in it, save the file,
## and then exit.
notepad $inputFile | Out-Null
SuserInput = Get-Content S$inputFile
$resultingCommand = $userInput.Replace("PS >", "")
$resultingCommand

}

Discussion

When PowerShell first came on the scene, Unix folks were among the first to notice.
Theyd enjoyed a powerful shell and a vigorous heritage of automation for years—and
“when I'm forced to use Windows, PowerShell rocks” is a phrase we've heard many times.

This natural uptake was no mistake. There are many on the team who come from a deep
Unix background, and similarities to traditional Unix shells were intentional. When
coming from a Unix background, though, we still hear the occasional grumble that tab
completion feels weird. Ctrl-R doesn’'t invoke history search? Tab cycles through match-
es, rather than lists them? Abhorrent!

In PowerShell versions 1 or 2, there was nothing you could reasonably do to address
this. PowerShell reads its input from the console in what is known as Cooked Mode—
where the Windows console subsystem handles all the keypresses, fancy F7 menus, and
more. When you press Enter or Tab, PowerShell gets the text of what you have typed so
far, but that’s it. There is no way for it to know that you had pressed the (Unix-like)
Ctrl-R, Ctrl-A, Ctrl-E, or any other keys.
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This issue has been resolved in PowerShell version 3 through the PSConsoleHostRead
Line function. When you define this method in the PowerShell console host, PowerShell
calls that function instead of the Cooked Mode input functionality. And that’s it—the
rest is up to you. If youd like to implement a custom input method, the freedom (and
responsibility) is all yours.

VN
) A community implementation of a Bash-like PSConsoleHostRead
t‘s‘.‘ . Line function is available here.

For more information about handling keypresses and other forms of user input, see
Chapter 13.

See Also

Chapter 13, User Interaction

1.10. Customize PowerShell's Command Resolution
Behavior

Problem

You want to override or customize the command that PowerShell invokes before it is
invoked.

Solution

Assign a script block to one or all of the PreCommandLookupAction, PostCommand
LookupAction, or CommandNotFoundAction properties of $executionContext.Ses
sionState.InvokeCommand. Example 1-6 enables easy parent directory navigation
when you type multiple dots.

Example 1-6. Enabling easy parent path navigation through CommandNotFoundAction

$executionContext.SessionState.InvokeCommand.CommandNotFoundAction = {
param($CommandName, $CommandLookupEventArgs)

## If the command is only dots
if($CommandName -match '~\.+$')
{
## Associate a new command that should be invoked instead
$CommandLookupEventArgs.CommandScriptBlock = {
## Count the number of dots, and run "Set-Location .."
## less time.

one

40 | Chapter 1: The Windows PowerShell Interactive Shell


http://bit.ly/T4GE9f

for($counter = 0; S$Scounter -1t $CommandName.lLength - 1; Scounter++)

{

Set-Location ..

3

## We call GetNewClosure() so that the reference to $CommandName can
## be used in the new command.
}.GetNewClosure()

}

PS C:\Users\Lee> cd $pshome
PS C:\Windows\System32\WindowsPowerShell\v1.0> ....
PS C:\Windows>

Discussion

When you invoke a command in PowerShell, the engine goes through three distinct
phases:

1. Retrieve the text of the command.
2. Find the command for that text.

3. Invoke the command that was found.

In PowerShell version 3, the $executionContext.SessionState. InvokeCommand prop-
erty now lets you override any of these stages with script blocks to intercept any or
all of the PreCommandLookupAction, PostCommandLookupAction, or CommandNotFound
Action stages.

Each script block receives two parameters: the command name, and an object (Com
mandLookupEventArgs) to control the command lookup behavior. If your handler
assigns a script block to the CommandScriptBlock property of the CommandLookup
EventArgs or assigns a CommandInfo to the Command property of the CommandLookup
EventArgs, PowerShell will use that script block or command, respectively. If your script
block sets the StopSearch property to true, PowerShell will do no further command
resolution.

PowerShell invokes the PreCommandLookupAction script block when it knows the name
ofa command (i.e., Get-Process) but hasn't yet looked for the command itself. You can
override this action if you want to react primarily based on the text of the command
name or want to preempt PowerShell’s regular command or alias resolution. For exam-
ple, Example 1-7 demonstrates a PreCommandLookupAction that looks for commands
with an asterisk before their name. When it sees one, it enables the -Verbose parameter.

Example 1-7. Customizing the PreCommandLookupAction

SexecutionContext.SessionState.InvokeCommand.PreCommandLookupAction = {
param($CommandName, $CommandLookupEventArgs)
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## If the command name starts with an asterisk, then
## enable its Verbose parameter
if($CommandName -match "\*")

{
## Remove the leading asterisk
$NewCommandName = $CommandName -replace '\*',"'
## Create a new script block that invokes the actual command,
## passes along all original arguments, and adds in the -Verbose
## parameter
$CommandLookupEventArgs.CommandScriptBlock = {
& SNewCommandName @args -Verbose
## We call GetNewClosure() so that the reference to $NewCommandName
## can be used in the new command.
}.GetNewClosure()
}
}
PS > dir > 1.txt
PS > dir > 2.txt
PS > del 1.txt

PS > *del 2.txt
VERBOSE: Performing operation "Remove file" on Target "C:\temp\tempfolder\2.txt".

After PowerShell executes the PreCommandLookupAction (if one exists and doesn’t re-
turnacommand), it goes through its regular command resolution. Ifit finds a command,
it invokes the script block associated with the PostCommandLookupAction. You can
override this action if you want to react primarily to a command that is just about to be
invoked. Example 1-8 demonstrates a PostCommandLookupAction that tallies the com-
mands you use most frequently.

Example 1-8. Customizing the PostCommandLookupAction

SexecutionContext.SessionState.InvokeCommand.PostCommandLookupAction = {
param($CommandName, $CommandLookupEventArgs)

## Stores a hashtable of the commands we use most frequently
if(-not (Test-Path variable:\CommandCount))

{
}

$global:CommandCount = @{}

## If 1t was launched by us (rather than as an internal helper
## command), record its invocation.
if($CommandLookupEventArgs.CommandOrigin -eq "Runspace")

{
}

$commandCount[$CommandName] = 1 + ScommandCount[$CommandName]
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PS > Get-Variable commandCount
PS > Get-Process -id $pid

PS > Get-Process -id $pid

PS > $commandCount

Name Value

Out-Default 4
Get-Variable 1
prompt 4
Get-Process 2

If command resolution is unsuccessful, PowerShell invokes the CommandNotFoundAc
tion script block if one exists. At its simplest, you can override this action if you want
to recover from or override PowerShell’s error behavior when it cannot find a command.

Asamore advanced application, the CommandNotFoundAction lets you write PowerShell
extensions that alter their behavior based on the form of the name, rather than the
arguments passed to it. For example, you might want to automatically launch URLs just
by typing them or navigate around providers just by typing relative path locations.

The Solution gives an example of implementing this type of handler. While dynamic
relative path navigation is not a built-in feature of PowerShell, it is possible to get a very
reasonable alternative by intercepting the CommandNotFoundAction. If we see a missing
command that has a pattern we want to handle (a series of dots), we return a script block
that does the appropriate relative path navigation.

1.11. Find a Command to Accomplish a Task

Problem

You want to accomplish a task in PowerShell but don’t know the command or cmdlet
to accomplish that task.

Solution
Use the Get-Command cmdlet to search for and investigate commands.

To get the summary information about a specific command, specify the command name
as an argument:

Get-Command CommandName

To get the detailed information about a specific command, pipe the output of Get-
Command to the Format-List cmdlet:

Get-Command CommandName | Format-List
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To search for all commands with a name that contains text, surround the text with
asterisk characters:

Get-Command *text*
To search for all commands that use the Get verb, supply Get to the -Verb parameter:
Get-Command -Verb Get

To search for all commands that act on a service, use Service as the value of the -Noun
parameter:

Get-Command -Noun Service

Discussion

One of the benefits that PowerShell provides administrators is the consistency of its
command names. All PowerShell commands (called cmdlets) follow a regular Verb-
Noun pattern—for example, Get-Process, Get-EventLog, and Set-Location. The verbs
come from a relatively small set of standard verbs (as listed in Appendix J) and describe
what action the cmdlet takes. The nouns are specific to the cmdlet and describe what
the cmdlet acts on.

Knowing this philosophy, you can easily learn to work with groups of cmdlets. If you
want to start a service on the local machine, the standard verb for that is Start. A good
guess would be to first try Start-Service (which in this case would be correct), but
typing Get-Command -Verb Start would also be an effective way to see what things you
can start. Going the other way, you can see what actions are supported on services by
typing Get-Command -Noun Service.

When you use the Get-Command cmdlet, PowerShell returns results from the list of all
commands available on your system. If youd instead like to search just commands from
modules that you've loaded either explicitly or through autoloading, use the -List
Imported parameter. For more information about PowerShell’s autoloading of com-
mands, see Recipe 1.29, “Extend Your Shell with Additional Commands”.

See Recipe 1.12, “Get Help on a Command” for a way to list all commands along with
a brief description of what they do.

The Get-Command cmdlet is one of the three commands you will use most commonly as
you explore Windows PowerShell. The other two commands are Get-Help and Get-
Member.

There is one important point to keep in mind when it comes to looking for a PowerShell
command to accomplish a particular task. Many times, that PowerShell command does
not exist, because the task is best accomplished the same way it always was—for example,
ipconfig.exe to get IP configuration information, netstat.exe to list protocol statis-
tics and current TCP/IP network connections, and many more.
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For more information about the Get-Command cmdlet, type Get-Help Get-Command.

See Also
Recipe 1.12, “Get Help on a Command”

1.12. Get Help on a Command

Problem

You want to learn how a specific command works and how to use it.

Solution

The command that provides help and usage information about a command is called
Get-Help. It supports several different views of the help information, depending on your
needs.

To get the summary of help information for a specific command, provide the command’s
name as an argument to the Get-Help cmdlet. This primarily includes its synopsis,
syntax, and detailed description:

Get-Help CommandName
or:
CommandName -?

To get the detailed help information for a specific command, supply the -Detailed flag
to the Get-Help cmdlet. In addition to the summary view, this also includes its parameter
descriptions and examples:

Get-Help CommandName -Detailed

To get the full help information for a specific command, supply the -Full flag to the
Get-Help cmdlet. In addition to the detailed view, this also includes its full parameter
descriptions and additional notes:

Get-Help CommandName -Full

To get only the examples for a specific command, supply the -Examples flag to the Get-
Help cmdlet:

Get-Help CommandName -Examples

To retrieve the most up-to-date online version of a command’s help topic, supply the
-Online flag to the Get-Help cmdlet:

Get-Help CommandName -Online

To view a searchable, graphical view of a help topic, use the -ShowhWindow parameter:
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Get-Help CommandName -ShowWindow

To find all help topics that contain a given keyword, provide that keyword as an argument
to the Get-Help cmdlet. If the keyword isn't also the name of a specific help topic, this
returns all help topics that contain the keyword, including its name, category, and
synopsis:

Get-Help Keyword

Discussion

The Get-Help cmdlet is the primary way to interact with the help system in PowerShell.
Like the Get-Command cmdlet, the Get-Help cmdlet supports wildcards. If you want to
list all commands that have help content that matches a certain pattern (for example,
*process*), you can simply type Get-Help *process*.

If the pattern matches only a single command, PowerShell displays the help for that
command. Although command wildcarding and keyword searching is a helpful way to
search PowerShell help, see Recipe 1.14, “Program: Search Help for Text” for a script
that lets you search the help content for a specified pattern.

While there are thousands of pages of custom-written help content at your disposal,
PowerShell by default includes only information that it can automatically generate from
the information contained in the commands themselves: names, parameters, syntax,
and parameter defaults. You need to update your help content to retrieve the rest. The
first time you run Get-Help as an administrator on a system, PowerShell offers to
download this updated help content:

PS > Get-Help Get-Process

Do you want to run Update-Help?

The Update-Help cmdlet downloads the newest Help files for Windows
PowerShell modules and installs them on your computer. For more details,
see the help topic at http://go.microsoft.com/fwlink/?LinkId=210614.

[Y] Yes [N] No [S] Suspend [?] Help (default is "Y"):

Answer Y to this prompt, and PowerShell automatically downloads and installs the most
recent help content for all modules on your system. For more information on updatable
help, see Recipe 1.13, “Update System Help Content”.

If youd like to generate a list of all cmdlets and aliases (along with their brief synopses),
run the following command:

Get-Help * -Category Cmdlet | Select-Object Name,Synopsis | Format-Table -Auto

In addition to console-based help, PowerShell also offers online access to its help content.
The Solution demonstrates how to quickly access online help content.
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The Get-Help cmdlet is one of the three commands you will use most commonly as you
explore Windows PowerShell. The other two commands are Get-Command and Get-
Member.

For more information about the Get-Help cmdlet, type Get-Help Get-Help.

See Also
Recipe 1.14, “Program: Search Help for Text”

1.13. Update System Help Content

Problem

You want to update your system’s help content to the latest available.

Solution

Run the Update-Help command. To retrieve help from a local path, use the -Source
Path cmdlet parameter:

Update-Help
or:

Update-Help -SourcePath ||helpserver|\help

Discussion

One of PowerShell’s greatest strengths is the incredible detail of its help content. Count-
ing only the help content and about_* topics that describe core functionality, Power-
Shell’s help includes approximately half a million words and would span 1,200 pages if
printed.

The challenge that every version of PowerShell has been forced to deal with is that this
help content is written at the same time as PowerShell itself. Given that its goal is to help
the user, the content that’s ready by the time a version of PowerShell releases is a best-
effort estimate of what users will need help with.

As users get their hands on PowerShell, they start to have questions. Some of these are
addressed by the help topics, while some of them aren’t. Sometimes the help is simply
incorrect due to a product change during the release. Before PowerShell version 3, re-
solving these issues meant waiting for the next release of Windows or relying solely on

Get-Help’s -Online parameter. To address this, PowerShell version 3 introduces up-
datable help.
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It’s not only possible to update help, but in fact the Update-Help command is the only
way to get help on your system. Out of the box, PowerShell provides an experience
derived solely from what is built into the commands themselves: name, syntax, param-
eters, and default values.

The first time you run Get-Help as an administrator on a system, PowerShell offers to
download updated help content:

PS > Get-Help Get-Process

Do you want to run Update-Help?

The Update-Help cmdlet downloads the newest Help files for Windows
PowerShell modules and installs them on your computer. For more details,
see the help topic at http://go.microsoft.com/fwlink/?LinkId=210614.

[Y] Yes [N] No [S] Suspend [?] Help (default is "Y"):

Answer Y to this prompt, and PowerShell automatically downloads and installs the most
recent help content for all modules on your system.

W8
If you are building a system image and want to prevent this prompt from
. ever appearing, set the registry key HKLM: \Software\Microsoft\Pow

0% erShell\DisablePromptToUpdateHelp to 1.

qs
[0
N

In addition to the prompt-driven experience, you can call the Update-Help cmdlet
directly.

Both experiences look at each module on your system, comparing the help you have for
that module with the latest version online. For in-box modules, PowerShell uses down
load.microsoft.com to retrieve updated help content. Other modules that you down-
load from the Internet can use the HelpInfoUri module key to support their own up-
datable help.

By default, the Update-Help command retrieves its content from the Internet. If you
want to update help on a machine not connected to the Internet, you can use the
-SourcePath parameter of the Update-Help cmdlet. This path represents a directory or
UNC path where PowerShell should look for updated help content. To populate this
content, first use the Save-Help cmdlet to download the files, and then copy them to
the source location.

For more information about PowerShell help, see Recipe 1.12, “Get Help on a Com-
mand”.

See Also
Recipe 1.12, “Get Help on a Command”
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1.14. Program: Search Help for Text

Both the Get-Command and Get-Help cmdlets let you search for command names that
match a given pattern. However, when you don’t know exactly what portions of a com-
mand name you are looking for, you will more often have success searching through the
help content for an answer. On Unix systems, this command is called Apropos.

The Get-Help cmdlet automatically searches the help database for keyword references
when it can’t find a help topic for the argument you supply. In addition to that, you might
want to extend this even further to search for text patterns or even help topics that talk
about existing help topics. PowerShell’s help facilities support a version of wildcarded
content searches, but don’t support full regular expressions.

That doesn’t need to stop us, though, as we can write the functionality ourselves.

To run this program, supply a search string to the Search-Help script (given in
Example 1-9). The search string can be either simple text or a regular expression. The
script then displays the name and synopsis of all help topics that match. To see the help
content for that topic, use the Get-Help cmdlet.

Example 1-9. Search-Help.ps1

#it

## Search-Help

#it

## From Windows PowerShell Cookbook (0'Reilly)

## by Lee Holmes (http://www.leeholmes.com/guide)

#it

B R g i e

<#t

.SYNOPSIS

Search the PowerShell help documentation for a given keyword or regular
expression. For simple keyword searches in PowerShell version two or three,
simply use "Get-Help <keyword>"

.EXAMPLE

PS > Search-Help hashtable
Searches help for the term 'hashtable'

.EXAMPLE
PS > Search-Help "(datetime|ticks)"

Searches help for the term datetime or ticks, using the regular expression
syntax.
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#>

param(
## The pattern to search for
[Parameter(Mandatory = Strue)]
$Pattern

)

ShelpNames = $(Get-Help * | Where-Object { $_.Category -ne "Alias" })

## Go through all of the help topics
foreach($helpTopic in $helpNames)

{
## Get their text content, and
Scontent = Get-Help -Full $helpTopic.Name | Out-String
if($Scontent -match "(.{0,30}Spattern.{0,30})")
{
$helpTopic | Add-Member NoteProperty Match Smatches[0].Trim()
ShelpTopic | Select-Object Name,Match
}
}

For more information about running scripts, see Recipe 1.1, “Run Programs, Scripts,
and Existing Tools”.

See Also

Recipe 1.1, “Run Programs, Scripts, and Existing Tools”

1.15. Launch PowerShell at a Specific Location

Problem

You want to launch a PowerShell session in a specific location.

Solution

Both Windows and PowerShell offer several ways to launch PowerShell in a specific
location:

« Explorer’s address bar

 PowerShell’s command-line arguments

o Community extensions
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Discussion

If you are browsing the filesystem with Windows Explorer, typing PowerShell into the
address bar launches PowerShell in that location (as shown in Figure 1-1).

(=[O sl

@f\_)'| il powershell - | s | Search CookbookV2 yel [
Organize » Include in library « Share with + Burn Mew folder = o« i l@l

W Favorites =l Mame Type i

|49 Recently Change J Admin File folde S

J Public | chapters File folde—
Bl Desktop m J docbock-xsl File folde
& Downloads s figs File folde
=] Recent Places J CriginalDocs File folde

. PowerShellCookbook
- 4| Tl

File folde ™
2

o likrariar

g

Figure 1-1. Launching PowerShell from Windows Explorer

Additionally, Windows 8 offers an Open Windows PowerShell option directly from the
File menu, as shown in Figure 1-2).

For another way to launch PowerShell from Windows Explorer, several members of the
PowerShell community have written power toys and Windows Explorer extensions that
provide a “Launch PowerShell Here” option when you right-click on a folder from Win-
dows Explorer. An Internet search for “PowerShell Here” turns up several.

If you aren’t browsing the desired folder with Windows Explorer, you can use Start—Run
(or any other means of launching an application) to launch PowerShell at a specific
location. For that, use PowerShell’s -NoExit parameter, along with the implied - Command
parameter. In the - Command parameter, call the Set-Location cmdlet to initially move
to your desired location.

PowerShell -NoExit Set-Location 'C:\Program Files'
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Figure 1-2. Launching PowerShell in Windows 8

1.16. Invoke a PowerShell Command or Script from
Outside PowerShell

Problem

You want to invoke a PowerShell command or script from a batch file, a logon script, a
scheduled task, or any other non-PowerShell application.

Solution

To invoke a PowerShell command, use the -Command parameter:
PowerShell -Command Get-Process; Read-Host

To launch a PowerShell script, use the -File parameter:
PowerShell -File 'full path to script' arguments

For example:

PowerShell -File 'c:\shared scripts\Get-Report.psl' Hello World
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Discussion

By default, any arguments to PowerShell.exe get interpreted as commands to run.
PowerShell runs the command as though you had typed it in the interactive shell, and
then exits. You can customize this behavior by supplying other parameters to Power-
Shell.exe, such as -NoExit, -NoProfile, and more.

W S
= If you are the author of a program that needs to run PowerShell scripts
t‘;‘.‘ . or commands, PowerShell lets you call these scripts and commands
¢ much more easily than calling its command-line interface. For more

information about this approach, see Recipe 17.10, “Add PowerShell
Scripting to Your Own Program”.

Since launching a script is so common, PowerShell provides the -File parameter to
eliminate the complexities that arise from having to invoke a script from the -Command
parameter. This technique lets you invoke a PowerShell script as the target of a logon
script, advanced file association, scheduled task, and more.

W N
¥ When PowerShell detects that its input or output streams have been
:‘s‘ . redirected, it suppresses any prompts that it might normally display. If
01 you want to host an interactive PowerShell prompt inside another ap-

plication (such as Emacs), use - as the argument for the -File param-
eter. In PowerShell (as with traditional Unix shells), this implies “taken
from standard input”

powershell -File -

If the script is for background automation or a scheduled task, these scripts can some-
times interfere with (or become influenced by) the user’s environment. For these situa-
tions, three parameters come in handy:

-NoProfile
Runs the command or script without loading user profile scripts. This makes the
script launch faster, but it primarily prevents user preferences (e.g., aliases and
preference variables) from interfering with the script’s working environment.

-WindowStyle
Runs the command or script with the specified window style—most commonly
Hidden. When run with a window style of Hidden, PowerShell hides its main window
immediately. For more ways to control the window style from within PowerShell,
see Recipe 24.3, “Launch a Process”.
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-ExecutionPolicy
Runs the command or script with a specified execution policy applied only to this
instance of PowerShell. This lets you write PowerShell scripts to manage a system
without having to change the system-wide execution policy. For more information
about scoped execution policies, see Recipe 18.1, “Enable Scripting Through an
Execution Policy”.

Ifthe arguments to the - Command parameter become complex, special character handling
in the application calling PowerShell (such as cmd.exe) might interfere with the
command you want to send to PowerShell. For this situation, PowerShell supports an
EncodedCommand parameter: a Base64-encoded representation of the Unicode string you
want to run. Example 1-10 demonstrates how to convert a string containing PowerShell
commands to a Base64-encoded form.

Example 1-10. Converting PowerShell commands into a Base64-encoded form

$commands = '1..10 | % { "PowerShell Rocks" }'
Sbytes = [System.Text.Encoding]::Unicode.GetBytes(Scommands)
$encodedString = [Convert]::ToBase64String(Sbytes)

Once you have the encoded string, you can use it as the value of the EncodedCommand
parameter, as shown in Example 1-11.

Example 1-11. Launching PowerShell with an encoded command from cmd.exe

Microsoft Windows [Version 6.0.6000]
Copyright (c) 2006 Microsoft Corporation. All rights reserved.

C:\Users\Lee>PowerShell -EncodedCommand MQAUAC4AMQAWACAAfAAgACUAIAB7ACAAIGBQAGSA
dwBT1TAHIAUwWBOAGUAbABSACAAUgGBVAGMAawBzACIAIAB9AA==
PowerShell Rocks
PowerShell Rocks
PowerShell Rocks
PowerShell Rocks
PowerShell Rocks
PowerShell Rocks
PowerShell Rocks
PowerShell Rocks
PowerShell Rocks
PowerShell Rocks

For more information about running scripts, see Recipe 1.1, “Run Programs, Scripts,
and Existing Tools”.

See Also
Recipe 1.1, “Run Programs, Scripts, and Existing Tools”

Recipe 17.10, “Add PowerShell Scripting to Your Own Program”
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1.17. Understand and Customize PowerShell’s Tab
Completion

Problem

You want to customize how PowerShell reacts to presses of the Tab key (and additionally,
Ctrl-Space in the case of IntelliSense in the Integrated Scripting Environment).

Solution

Create a custom function called TabExpansion2. PowerShell invokes this function when
you press Tab, or when it invokes IntelliSense in the Integrated Scripting Environment.

Discussion

When you press Tab, PowerShell invokes a facility known as tab expansion: replacing
what you've typed so far with an expanded version of that (if any apply.) For example,
if you type Set-Location C:\ and then press Tab, PowerShell starts cycling through
directories under C:\ for you to navigate into.

The features offered by PowerShell’s built-in tab expansion are quite rich, as shown in
Table 1-2.

Table 1-2. Tab expansion features in Windows PowerShell

Description Example

Command completion. Completes command names when current ~ Get-Ch <Tab>
text appears to represent a command invocation.

Parameter completion. Completes command parameters forthe ~ Get-ChildItem -Pat <Tab>
current command.

Argument completion. Completes command arguments for the Set-ExecutionPolicy -
current command parameter. This applies to any command ExecutionPolicy <Tab>
argument that takes a fixed set of values (enumerations or

parameters that define a ValidateSet attribute). In addition,

PowerShell contains extended argument completion for module

names, help topics, CIM/ WMI classes, event log names, job IDs and

names, process IDsand names, providernames, drive names, service

names and display names, and trace source names.

History text completion. Replaces the currentinput with items from  # Process <Tab>
the command history that match the text after the # character.

History ID completion. Replaces the currentinput with the command ~ # 12 <Tab>
line from item number IDin your command history.
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Description

Filename completion. Replaces the current parametervalue with file
names that match what you've typed so far. When applied to the
Set-Location cmdlet, PowerShell furtherfilters results to only
directories.

Operator completion. Replaces the current text with a matching
operator. This includes flags supplied to the switch statement.

Variable completion. Replaces the current text with available
PowerShell variables. In the Integrated Scripting Environment,
PowerShellincorporates variables even from script content that has
never been invoked.

Member completion. Replaces member names for the currently
referencedvariableortype. When PowerShell caninferthe members
from previous commands in the pipeline, it even supports member
completion within script blocks.

Type completion. Replaces abbreviated type names with their
namespace-qualified name.

Example

Set-Location C:\Windows\S<Tab>

"Hello World" -rep <Tab>
switch - c<Tab>

$myGreeting = "Hello World";
SmyGr <Tab>

[Console]: :Ba<TAB>
Get-Process | Where-Object
{ $_.Ha <Tab>

[PSSer<TAB>
$1 = New-Object List[Stri <Tab>

If you want to extend PowerShell’s tab expansion capabilities, define a function called
TabExpansion2. You can add this to your PowerShell profile directly, or dot-source it
from your profile. Example 1-12 demonstrates an example custom tab expansion func-
tion that extends the functionality already built into PowerShell.

Example 1-12. A sample implementation of TabExpansion2

AR R R

#it
## TabExpansion2
#it

## From Windows PowerShell Cookbook (0'Reilly)
## by Lee Holmes (http://www.leeholmes.com/guide)
#it

function TabExpansion2

{
[CmdletBinding(DefaultParameterSetName = 'ScriptInputSet')]
Param(
[Parameter(ParameterSetName = 'ScriptInputSet', Mandatory = S$true,
Position = 0)]
[string] $inputScript,
[Parameter(ParameterSetName = 'ScriptInputSet', Mandatory = S$true,
Position = 1)]
[int] $cursorColumn,
[Parameter(ParameterSetName = 'AstInputSet', Mandatory = S$true,
Position = 0)]
[System.Management.Automation.Language.Ast] $ast,
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End

[Parameter(ParameterSetName = 'AstInputSet', Mandatory = S$true,
Position = 1)]
[System.Management.Automation.Language.Token[]] $tokens,

[Parameter(ParameterSetName = 'AstInputSet', Mandatory = S$true,
Position = 2)]
[System.Management.Automation.Language.IScriptPosition] $positionOfCursor,

[Parameter(ParameterSetName = 'ScriptInputSet', Position = 2)]
[Parameter(ParameterSetName = 'AstInputSet', Position = 3)]
[Hashtable] Soptions = $null

## Create a new 'Options' hashtable if one has not been supplied.

## In this hashtable, you can add keys for the following options, using

## Strue or $false for their values:

#i#t

## IgnoreHiddenShares - Ignore hidden UNC shares (such as \\COMPUTER\ADMINS)
## RelativePaths - When expanding filenames and paths, $true forces PowerShell
## to replace paths with relative paths. When $false, forces PowerShell to

## replace them with absolute paths. By default, PowerShell makes this

## decision based on what you had typed so far before invoking tab completion.
## LiteralPaths - Prevents PowerShell from replacing special file characters
## (such as square brackets and back-ticks) with theilr escaped equivalent.
if(-not Soptions) { Soptions = @{} }

## Demonstrate some custom tab expansion completers for parameters.
## This is a hashtable of parameter names (and optionally cmdlet names)
## that we add to the Soptions hashtable.
#i
## When PowerShell evaluates the script block, $args gets the
## following: command name, parameter, word being completed,
## AST of the command being completed, and currently bound arguments.
Soptions["CustomArgumentCompleters"] = @{
"Get-ChildItem:Filter" = { "*.ps1","*.txt","*.doc" }
"ComputerName" = { "ComputerNamel","ComputerName2","ComputerName3" }

}

## Also define a completer for a native executable.
## When PowerShell evaluates the script block, $args gets the
## word being completed, and AST of the command being completed.
Soptions["NativeArgumentCompleters"] = @{

"attrib" = { "+R","+H","+S" }
}

## Define a "quick completions" list that we'll cycle through
## when the user types '!!' followed by TAB.
$quickCompletions = @(
'Get-Process -Name PowerShell | ? Id -ne $pid | Stop-Process',
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'Set-Location $pshome',
('Serrors = Serror | % { $_.InvocationInfo.Line }; Get-History |
" 2 { $_.CommandLine -notin S$errors }')

+

)

## First, check the built-in tab completion results
$result = Snull
if (SpsCmdlet.ParameterSetName -eq 'ScriptInputSet')

{
$result = [Management.Automation.CommandCompletion]::CompleteInput(
<#inputScript#> S$inputScript,
<#tcursorColumn#> $cursorColumn,
<#options#> Soptions)
}
else
{
$result = [Management.Automation.CommandCompletion]::CompleteInput(
<#ast#> Sast,
<#tokens#> Stokens,
<#tpositionOfCursor#> $positionOfCursor,
<#options#> Soptions)
}

## If we didn't get a result
if(Sresult.CompletionMatches.Count -eq 0)
{
## If this was done at the command-line or in a remote session,
## create an AST out of the input
if ($psCmdlet.ParameterSetName -eq 'ScriptInputSet')
{
Sast = [System.Management.Automation.lLanguage.Parser]::ParseInput(
SinputScript, [ref]S$tokens, [ref]$null)

## In this simple example, look at the text being supplied.
## We could do advanced analysis of the AST here if we wanted,
## but in this case just use its text. We use a regular expression
## to check if the text started with two exclamations, and then
## use a match group to retain the rest.
S$text = Sast.Extent.Text
if(Stext -match 'AlI(.*)")
{
## Extract the rest of the text from the regular expression
## match group.
ScurrentCompletionText = Smatches[1].Trim()

## Go through each of our quick completions and add them to

## our completion results. The arguments to the completion results
## are the text to be used in tab completion, a potentially shorter
## version to use for display (i.e., IntelliSense in the ISE),

## the type of match, and a potentially more verbose description to
## be used as a tool tip.
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SquickCompletions |
Where-Object { $_ -match $ScurrentCompletionText } |
Foreach-Object { Sresult.CompletionMatches.Add(

(New-Object Management.Automation.CompletionResult $_,$_,"Text",$_) )

}
}
}
return $result
}
}
See Also

Recipe 10.10, “Parse and Interpret PowerShell Scripts”

“Common Customization Points” (page 914)

1.18. Program: Learn Aliases for Common Commands

In interactive use, full cmdlet names (such as Get-ChildItem) are cumbersome and
slow to type. Although aliases are much more efficient, it takes a while to discover them.
To learn aliases more easily, you can modify your prompt to remind you of the shorter
version of any aliased commands that you use.

This involves two steps:

1. Add the program Get-AliasSuggestion.ps1, shown in Example 1-13, to your
tools directory or another directory.

Example 1-13. Get-AliasSuggestion.ps1

A
#it

## Get-AliasSuggestion

#it

## From Windows PowerShell Cookbook (0'Reilly)

## by Lee Holmes (http://www.leeholmes.com/guide)

#it

<#
.SYNOPSIS

Get an alias suggestion from the full text of the last command. Intended to
be added t